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Abstract:

Nowadays, communication networks play a crucial role in the integrated management of
power systems, improving operational conditions, and implementing protective algorithms.
However, the extensive utilization of these networks introduces challenges, including
increased vulnerability of power systems to cyberattacks. Given the critical role of power
networks in a country’s infrastructure, ensuring the security of these systems is both
essential and unavoidable. One common type of attack in this domain is false data
injection, which can alter measured values, disrupt the state estimation process, lead to
incorrect decision-making, and ultimately compromise system stability. In this paper, a
differential-distance-based protection algorithm is proposed to secure double-circuit
transmission lines, one of the most important components of power networks, against false
data injection cyberattacks, and its performance is evaluated on the standard IEEE test
system. Case study results indicate that the proposed algorithm achieves a detection rate
(DR) ranging from 91% to 100% across six scenarios, a false positive rate (FPR) below
3.7%, and a response time (DD) varying between 8 and 31 milliseconds, demonstrating its
high speed and reliability.
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