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Abstract:

The Internet of Vehicles (loV) has been developed to improve driving quality and enhance
pedestrian safety. One of the services loV provides is ride-sharing, which allows drivers to
share the empty seats in their vehicles with passengers traveling in the same direction. This
service leads to reduced fuel consumption, lower air pollution, and decreased traffic
congestion, while also being economically beneficial for both vehicle owners and
passengers. However, ride-sharing services face significant security threats such as man-in-
the-middle attacks, Sybil attacks, and message forgery. This paper aims to enhance the
security of ride-sharing services by utilizing blockchain technology and its associated
features, including smart contracts and a consensus algorithm based on proof of service and
reputation. The main objective of this paper is to maximize the decentralization of network
management to avoid creating a centralized management unit that could become a
bottleneck. In summary, the goal is to improve safety and efficiency, reduce security risks,
and ensure that all parties fulfill their commitments.
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Algorithm 1: Selecting Average Service Winners

Input: n Driver
Output: Avg Service Winner
I- Sum=0
2- foriinOton-1:
a. sum = sum + i (value)
3- Avg=sum/n
4- UpAvg =Avg+10% Avg
5- Down Avg = Avg - 10% Avg
6- foriin0Oton-I:
a. ifi(value) < Up Avg:
i. ifi(value) > Down Avg:
1. addito Avg Service Winner
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Algorithm 2: Selecting Final Winners

Input: n Reputation
Output: Final Winners for Consensus list
1- foriin0Oton-1:

a. sum =sum + i (Reputation)
- quarter = sum * 25%
- Total Reputation =0
- While Total Reputation < quarter:

a. Choose a random number between 0 to n-1
Total Reputation = Total Reputation + Random number (value)
Add Random number to Final Winners for Consensus list
Remove the driver at the Random number index from list
n=n-1

PNV

oo o

e.ﬁxe}ﬁbjﬁ}gc‘ﬁAi—o—v
A &S lad® s 0 058 e 1
Rl 55 o LIl L Ol 4 5)ls ) el Sl
ﬁlhﬂwwucﬁﬂﬂ)u&\éuaﬁu‘ym&uj
Sl S (gl B AS o 5 ) i bl (2,8l
ol ol 5ol 1y Sl oy S 205 e & el
sla sl jleel b ass e Jlyl G'w,)l?:p\ slao S
Slae S Sl p s ;ST amS a b, Sk s s
Lol an ) Syl ony oS aob 1y (2815 sl
&S .« JL,IRSU k;ub\)m.c;ﬂ)t?:p\ slae 3 sl
ajjf)éJﬁy‘_gba;ﬂwﬁ\.)ﬁﬁu\aﬁj@u
wl}uﬁ)C)JJ‘.ﬂﬂ.‘Jb)léurlﬁﬂwchbno.bf
Pyt
divy) , Ks e, Sn—1 a5 pbe Iy, Sl -
35 i mslizel oS o 2815 a5l ey -
Jsﬁwfﬁl.mwdu)ljﬁpajfn-Zgb
Spdigs Josl a4 o S N1 i oy S i -



QJ@J,!_;::.ratu.q-\}m}a;\:)ij_'éj...ﬁé;ﬁ;;@,@éﬂﬁ&\plQb.).;‘-ﬁy,.a;’-ﬁf-};ﬂ.u\éw)! va

Sl pyme dy a L3 e Jlesl AiS o 5518
S LT 5l e pmimman A8 Jlusl 1 3550 a3y 5 Shas
Lo, S s o it K3 3 Cud DU Sl
Lol & 53 por st L 558 b A5 ol o e
L S pmte glass o 51805 Gl s 53 iy (e
ot U K 5Las) 5 a1, P2P L5
el O ol s el 5 Sae aS 555 e el
3l pl

ol 05 S sAS Olsl dsy dslas sl -
i pb Ay A8 e Ol ek e S oS s
ol e Sl S s el pl S 55 e Sl
Cose a by plcopl pesdle A8 e Hlads 1y Al
Wl s BB 8 55 (05

Sl ) e Sk sl 4 s el -
la sl s Jals Spb ST S gl il meoms
Lol el 05,5 glae S e 3 3l Gha il w3l
Al 4 s | O Lazl Sl 5 58 dalp b
siSpl il o 8 O gd s alS Esl al ol sl
S o sl 53 e sl 558 1ol 5 25 e

s Ses Jodow Y0
CUC Sl essleniag ras 3 S 2Ll Gl
bl 5 oy CoLSKS A (eas s Core 7 55505, L
5 4 s e i (gleand (6l Postmanael

S eslanal uﬁ-d)’b wfﬂ\.dl.vj;

ok p 0y S Olsesl 0-Y-)
P Sl plax o2, 80 S s Lol JHl
0K e b a3 Slas Wl e oS ol 3L
Aol 2alS L S sl (e d B el Y (ol b
ol U gla sl 45,80 das e 0LES (Y) 02
Golemin Jis, 3 45 (POR) & e oLl 5 (POS)

.J\.LAJL;: uL.AlS b a..LL JﬂL""J Sldad (Lledls enlarl

et w5 (Ll L e el -
ST S s hads e ga als ) 3 el QRS S s
1 5L 0T pladl (sl (ST 5 S0y ks 55,8 51
u:-l_;élji.z-gl_gjy}gL_l_’AW:b)\JJO_l\
.;)\J@&Q%s‘\_{?&); LoBases s
J‘éiufﬁwﬁm‘awﬂfﬁu‘ﬁ) L)'i\_
pslie (o> s |, CMU ol S 457 (DOS) e
c,_.jo.uc_jj Js s 55 CMU bray b 28T 5 e
sl e cpl ol 53 CMU (ol o 052 o
J)‘Ju S J“".’.\j'e g)‘.’.')b \J'.'.) f)ﬁ Ju!bx
oS bl sl el 3o (glasls ) B4y pges o iwd -
Ad o Td 53 s e D) geo 4 Ll ga glasls )l 3
LS O s sl b Ladl Sl eslizads o Jlez>
a5y Gl byl s 5 alss sl Bl L e
ISy Ll o oS A paean LS o | S5 5k
J,L.»p L}J__L_:lb CJLJ' )l oslanal Lv 5.);5\) )fm- QL.S\—
S5 sl eslanal U C,SFJzAJQ 345 g okl
a)L>\ a@l)m&‘& U’l\ J.S& CAU;M&L") QU\
Joee 55 a8 Sl el el LSl 05 U s s
‘)JQL_MA ﬂfﬂ} V'f-J})Lsti‘ .))\))jﬂ‘i} o.\.n;lmj
Al andly O me ol il S1icstls el -
a.\._'..':\) g.l_lfé)l))j} a.L.f:dlé bl RS)LLA JLM)\)‘}
Slacilos iy g Olomes 5 das a3l | Jau Ll 55 e
oLk L hw oddly STl sb a8 il s Iy 3
ol Ly Solue Jlu)l 51 asls o 55 le das

S (S e i Cls Sl ol

S o C‘f":‘“" sl o 0-1-Y
ooy 03 Sk Cljs.:w;l el i (s ol s
sy slains pla LL ol bl b soleniy
= el Ol Sl 5l e S A 8T e -
P s Sl S 14K s gl Aoy

u_é:\da.? slael a8 L;L.L,-j 6lj.3 v sl 55,08



Vv

)l o= ‘Jj_&ﬁ 4_2;-3,\.& (o)Jg_J B Y )_,Ldl»ﬁ
DalS 5 b 50 4 4 Bl slaad g 2
ol 4l

o Normal and malicious nodes after POSR Filter

35 4

30 1

25 A1

204

Service size

15 4

104 e e

0.0 0.5 1.0 15 2.0 2.5 3.0 3.5 4.0
Nodes

p93 S sl 5 amy 2(0) Yo

Sesliial b (galgity a5 Aa3 o OLE s oyl
S glalas (5,558 5 gl ain S s
Sose s 5 B o RS 1) a0l L (gl 5 Cals
R R TN deal e

dolie (il ol osls 0L2S (V) K3 55 oS 5 sbolas
2SI 5 IYF] 3 sl s csslgidy Jo Ol
Golgring Jdos dms o LS J 5ans PBFT Cl_..;;-\
oS s sl i blay Bl s e (o5 Shes
Gl Lagon s 5ol ol al e a 5o (ool
i) B335 S skl o mio b pla st 5 Lpd e
0313 0L 8 L 55 il 6 Wl dial i
SGS (G 3l A Lty (83 e e kS
Sl 1y s bl 5L e d e ol 5 e S Gl
o 53 sl iglin > (Jle gl sls Al ials
el o 5 b S5 WAL 55 sl S
g Sk ol sl 4 edidale sl ly sl (0)
bt oS L ST JLs s sl g £VY 0
Sl Selcala jybe ay 500 VE Lis eaddl )
JUast U s S ok el (I ol 55 4 le dal
Al fals 5Ol a8 5 doal i (S ol VAY
S5ls sdsadsla 6“(@1

Al b 53 Sl laply sl SRl 4l ol

Sadh e e dSS s CLQ;.-\

50000

45000
, 40000
i 35000
: 30000
; 25000
! 20000
i 15000

10000
5000

Service size

\i~\'" QL:M) 4<:)L€;: GJLQ.\:: ‘("A"fb« dL«J céj.: L;w.)u.@.ﬂ J} @.L‘wkm u:oj.h

45000 POSR
mAll Cars
mPOS

POR
20000
10000
3535 1576
891 394 789195 300023?
] - L m 27 61
G1 G2 G3 G4

e G2k 3 P slae S (ol o5 S0
Sy bl s ) S o Bl 5 plilis & e
Sl S0, s aSd s e S S s Ses
A e olanst
o3> DL &S (slas ;8 olad (50 (7)o 5o
b bl 5 Golo glas S sasolis T bls sleds

Ates O Fee slao S stasolis

Normal and malicious nodes

40
.
35 A °
s
30 @
25 B3 @
20 °
L) °© @
@ ® > e o
15 L] L]
s s " .
L ] ® L]
10 C R ) L e_o
» = ° - . e .. ' L ] ® L L .s ‘
L J L]
5 ° L) e QO
o
o 10 20 30 40 50

Nodes

Uﬁe; rL«.‘f (T’) JS.\:'

cJ)_..i'av_A sdalis aS )j_]adl_.o.h g(f.) JQ‘ BE

9 Sl ;g_pj'.'s\i J}..X_>-4_'v.]a_..~j:.a Sl 85 gh e

.,\.)\a.,\,&ijll.\ﬁd.l?)» wj)\))@&bj)\ 6)1.:....;

Normal and malicious nodes after POS Filter

Service size
N
S

2 4 6 8 10 12 14
Nodes

Koy Al gl 51w 1(8) IS5



C)Jé..f&ﬂL;J...ACL«.?-\}M}&Jb)l)}jgJL::.»&JJ&})L!J@L;JKS\JLZIQLAJ}JJ Jw)*a;'-ﬂf}@:;ﬁ\dw)l YA

W PBFT
800

700
600
500
400
300
200
100
0 - —

m PBFT 688 370
POD 110 96
m POSR 14 8

POD mPOSR
3 4 5
237 231 260
40 53 a1
5 4 5

(POD , PBFT) [23],5 solgnins sladie 5 (POSR) Lo (galgiiny Ja o e :(V) I3

ke a5 e SLeSl Jals 3ls1 5 cnl e
Qﬂ_ijjél_mw_,e.)\_ﬁbﬁa_ijﬁw.\_.ida_%\bﬁ

.C;uw‘ c.tJ|J 4 dgéLi;fdf“d:;J

9 b gr ;|;J|J5 d"-”'f ‘“;JSIJJ alowl 0-Y-Y
xS_,L G|J.>'r.‘.'.a|

03 edd e e g 3yl 8 51 gl ges (V)Jﬁ.&

‘-r‘2:;=—d:-‘ L}S:.: Cfi‘ DL 45; J‘}L’C)LQ~A s T L}t*:i ‘) 45:?~:

POST v localhost:5000\transaction\new Send v
Params Authorization Headers (8) Body e Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON v Beautify
1 T
2 "Passenger" : "45e02£d97bd326e5320b08ed8424eb9711131e70£737¢73£55d68ddaf09422a9",
3 “Driver" : "56c7e62714ea7d1da33704aebd1baf5badc9fd28£5b76578aceci39ba£789d5d" ,
4 “Amount" - : 10,
5 "Reputation” : 14,
6 "0rigin® : "1188le60ac7b25£2e1378a600€25a027904905de1419369626aa£748ddbd3b23",
7 “Destination" : "cafédcl13562e2cf@adfifb5bd67277450856cea563422af4b799c8babie44e9d"
8 ¥ |

Body Cookies Headers (5) Test Results

Pretty Raw Preview Visualize JSON v =
1 g
2 i
3 "message”: "A new Smart Contract added to mempool”
4 5,
5 200
6 1

@ status: 200 OK Time: 11ms Size: 223B  Save Response v
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Send v

Cookies

@ Status: 200 OK Time: 1892ms Size: 841B  Save Response v

Pretty Raw Preview Visualize JSON v = mQ
z 4 I
3 "index": 2,
a4 “message”: "A new Block Created",

5 "previous_hash": "1b5fa9c68d065cd5bad4406135809a559db5578ddbcodas2e6¢c4cfi1c173e8b5",
6 "proof": 888273,

7 "timestamp”: 1665659569.5441883,

8 "transactions": [

9 i

10 "Amount”: 10,

11 "Destination”: "cafédc13562e2cf0adfffb5bd67277450856ceas563422af4b799c8babfo44e9d”,
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14 "Passenger”: "45e02fd97bd326e5320b08ed8424eb9711131e70£737e73f55d68ddaf09422a9",

15 “Reputation”: 14
16 3
17 i
18 “Recipient”: "Creator_Car_ID",

19 "Reputation”: 40,

20 “sender”: "Company”

21 3
22 i
23 “Recipient”: "Other_Winner_Car_ID",

24 “Reputation”: 25,

25 “sender”: "Company"
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