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Abstract:

This paper uses the unique biometric features of fingerprints to generate random
cryptographic keys. The main aspects of the security of the generated key include the
privacy of the fingerprint and the randomness and complexity of the key generation
algorithm. In the proposed method, first, the unique fingerprint features, which
include Minutiae points, are extracted from the fingerprint image. Then, to increase
the statistical properties and complexity of the algorithm, the Euclidean distance and
the angle of all the points of Minutiae relative to each other are calculated and stored.
In the next step, after normalizing to 8-bit numbers, these data are moved by
permutation operations and combined. In the following, the proposed method is used
to increase the level of security and the ability to be random from the non-linear
operations of 8-bit S-boxes SO and S1 used in the CLEFIA block cipher. Statistical
analyzes performed on the generated keys show the acceptable random nature of the
keys. Therefore, the proposed structure for generating a random key can be used in
encrypting digital signals with large volumes of data such as image and sound.
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Input: Input x-coordinate F and y-coordinate F,
matrices of the Minutiae.
Output: 128-bit Random Key K;, 0 < j < 2m/16.

1. f=2; m=(Dx(D-1))/2; n=1,
2.ForifromltoD — 1do// Step 1.
3. For j from f to D do

4 Dy(m) = [(Fa) — Fx(D)? + (FyD) — Fy ())?
F,(i)—-F,(j

5. Tp(n) = |tan‘1%

6. n=n+1;
7. End For;

8.f=f+1,

9. End For;

10.For i from 1 to m do // Step 2.
11. D, (i) = D, (i) mod 28,

12. Ty (D) = Tp(i) mod 28,
13. End For;
14. Dy, = Permutation1(D,,); // Step 3.

15. T ;2 = Permutation2(T)py);

16. K = Permutation3 (D2, Tp2);
17. For i from 1 to 2m do // Step 4.

18. If @ is odd) then
19. Key(i) = So(K());
20. Else

21. Key(i) = S1(K(D);

22. End If;

23. End For;

24. For j from 1 to 2m/16 do // For 128-bit keys.
25. Kej = Key(i+ 16)||Key(i + 15)||Key(i +
14)||...||Key(i + 2)||Key(i + 1);

26. i =i+ 16;

27. End For;
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i [Dpu(m) Dp(m) mod 256] |
P ™ ]
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' LTP(2) Tp(2) mod 256 :
VLT:(3) Tp(3) mod 256]
Tpu(m-)|  [Tp(m-1) mod 256 |
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