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Abstract:

The growing use of internet and the existence of vulnerable points in networks have made
the use of intrusion detection systems as one of the most important security elements.
Intrusion detection is essentially a classification problem and it is the identification of
effective features such as important issues in the classification This paper presents a novel
method for selecting effective features in network intrusion detection based on an
estimation of distribution algorithm that uses a probabilistic dependency tree to identify
important interactions between features. To evaluate the performance of the proposed
method, the NSL- KDD dataset is used, in which the packets are divided into five normal
types and intrusive types of DOS, U2R, R2L and Prob. The performance of the proposed
algorithm has been compared alone and in combination with other feature selection
algorithms such as forward selection, backward selection and genetic algorithm.
Moreover, the effect of algorithm parameters like population size on intrusion detection
accuracy is tested. Based on this analysis and also considering the intra-class accuracy of
different feature selection methods studied in this paper, an effective subset of features for
intrusion detection is identified.
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! Unsupervised

2 Supervised

% K-Nearest Neighbor

* Decision Tree

® Support Vector Machine (SVM)

® Estimation of Distribution Algorithm (EDA)

" Dependency Tree

8 Feature Selection

® Evaluation Function

10 Natural Selection

1 Genetic Recombination

12 promising Solution

'3 Building Blocks (BBs)

14 Selection

15 Crossover

18 Mutation

7 New Candidate Solution

'8 Univariate Models

19 Bivariate Models

2 Multivariate Models

2 Univariate Marginal Distribution Algorithm

22 population Increamental Learning (PBIL)

28 Compact Genetic Algorithm (CGA)

2 Mutual Information Maximizing  Input
Clustering

% Combining Optimizers with Mutual Inf.Trees

% Extended Compact Genetic Algorithm (ECGA)

2" Mutual Information

%8 False Positive Rate

2 Fuzzy Aggregation

% Feed Forward

%! particle Swarm Optimization

® Principle Component Analysis
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